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	SOP 4.14 DOT Security Plan 
Information for HHW Programs 


Note: This guidance document is for informational purposes only and outlines basic employer requirements. The MPCA does not guarantee that this document satisfies all applicable compliance requirements. It is the sole responsibility of county-specific Household Hazardous Waste (HHW) Program employer to determine if OSHA, DOT and RCRA standards have been met. 
1.	Introduction
The Department of Transportation (DOT) Security Plan establishes specific procedures to ensure HHW Program operations are conducted safely, securely, and in compliance with applicable regulations. Because this HHW Program offers hazardous materials (hazmat) for highway transport, DOT requires ongoing review of security practices and implementation of measures necessary to reduce security risks and to prevent unauthorized access. A DOT Security Plans is applicable if this Program ships any quantity of 4.3 Dangerous When Wet. 
2. 	Designating and Training Staff
[bookmark: 1960.12(a)]2.1 	Staff Responsibilities and Oversight
Any government agency transporting or offering for transport a placardable amount of Hazardous Waste (HW) must develop, implement, and train staff on this site-specific DOT Security Plan; see Attachment A. [_______________] is the designated HHW individual responsible for ensuring plan compliance. This person’s job duties include:
· Reviewing and updating this Security Plan annually; this plan was last updated [______________].
· Taking appropriate disciplinary action for violations of security procedures.
· Maintaining accountability for all Facility entrance keys.
· Identifying, prioritizing, and mitigating security threats.
· Supporting continuous security improvement by encouraging staff observations and recommendations.
· Coordinating with internal staff, external partners, customers, contractors, and regulatory agencies on a need-to-know basis.


2.2 	Training Requirements
All staff responsible for HW management must complete DOT security training every three years. Ensure the training is documented with training records and employee certification(s). Training includes:
· Implementation of the DOT Security Plan and organizational responsibilities.
· Emergency evacuation procedures.
· Safety and security measures to safeguard Facility property and hazardous materials.
· Preparedness activities, site diagrams, and preventive measures.
· Designation of staff responsible for incident notifications.
· Recognition and response to security threats.
· Detailed review of security policies, objectives, and response procedures.
· Awareness of security risks associated with MRW transportation and storage.
[bookmark: _Toc37090769]3. 	Security Equipment
3.1 	Exterior Security
Staff shall implement and maintain appropriate security measures based on Facility layout and surrounding environment. Exterior improvements may include:
· Adequate dusk-to-dawn lighting.
· Surveillance systems, recording equipment, intrusion alarms, and motion detectors.
· Perimeter fencing and controlled-access gates.
· Posted emergency contact information.
· Signs stating, “Authorized Personnel Only.”
3.2 	Interior Security
Security measures shall reduce the potential for unauthorized entry and extend to all Facility areas (e.g., HHW product exchange, processing, storage, and utilities), and may include:
· Communication systems or panic buttons.
· Controlled-entry points.
· 24-hour surveillance systems.
· Ensuring all equipment is maintained and in good working condition.
4.	Security Specifications and Risk Management
4.1 	Facility Control Measures
The Facility shall be operated to ensure adequate security through the following measures:
	4.1.1 	Routine Security Walk-Through
Conduct a walk-through each day of HHW facility operation, inspecting areas for suspicious activity. Report concerns immediately to law enforcement. 
4.1.2 	Twenty-four (24) Hour Contact Information
Emergency contact information shall be listed in the HHW Facility Emergency Contingency Plan and include Facility staff and external agencies.
4.1.3 	Facility Plans
Flow, floor, and schematic plans shall be securely maintained under the control of the designated plan administrator and provided only to authorized agencies.
4.1.4 	Unmarked Containers
Unidentified or suspicious containers shall be treated as potential threats; HHW staff must be trained to recognize HHW labels, symbols, and markings.
4.2 	Shipping Waste Control Measures
4.2.1 	Container Identification
All HW containers must be properly identified, marked, and labeled as required by DOT regulations.
4.2.2 	Documentation
Required documentation (e.g., shipping papers, manifests, lab pack sheets) must accompany each shipment. 
4.2.3 	Verification
Staff supervising shipments shall verify manifests and report discrepancies immediately.
4.2.4 	Access Control
Only authorized HHW facility staff may access:
· Government-owned transport vehicles loaded with hazmat.
· Hazmat storage areas.

5.3 	Event Driver En-Route Control Measures
5.3.1 	Mobile Collection Vehicle Security
HHW Program drivers shall ensure:
· HHW transport vehicle doors remain locked when unattended.
· Vehicles remain within sight during warm-up or idle periods.
· A second key is available for re-entry if needed.
· Vehicle HHW transport or storage areas are locked from the point of loading until arrival at destination. 
· Tamper-proof locks are used when transporting hazmat unless the vehicle is empty or properly secured at the Facility.
5.3.2 	Driver Responsibilities
Drivers shall:
· Prevent unauthorized passengers.
· Maintain awareness of surroundings.
· Meet all Federal Motor Carrier Safety Regulation requirements.
· Follow routing restrictions and carry proper identification.
· Avoid intermediate stops and never exit the vehicle at unauthorized requests.
· Report spills, injuries, or suspicious incidents immediately.
5.3.3 	Overnight Parking
If overnight parking is required, vehicles must remain locked, secured, and secured in compliant, well-lit, and safe areas away from residences, high-traffic zones, and public gathering places.
5.3.4 	Communication
Drivers shall have available active communication methods to report delays, discrepancies, or suspicious activity. Communication devices may include:
· Cell phones
· CB radios
· GPS systems with two-way communication
5.3.5 	Shipment Confidentiality
Drivers shall not discuss HHW shipment details with unauthorized individuals.

5.4 	Employer Responsibility
Staff with commercial driver’s licenses (CDLs) and hazmat endorsements must undergo Department of Justice background checks. Only those with valid credentials and complete qualification files may operate Program vehicles. Background checks shall confirm:
· Criminal history status.
· Education and employment background.
· Social security and citizenship verification.
· Driving record and supervisor references.
· Absence of disqualifying behavioral or mental health concerns.

5.5 	Contracted HW Transportation Services
5.5.1 	Driver Verification
Program staff must verify the contracted driver’s CDL, endorsements, medical certification, and identity prior to releasing any haz mat shipment.
5.6 	General Security Measures
· HW shipping contractors may be unescorted only if properly identified.
· Unauthorized persons shall be denied access to restricted areas.
· Facility gates, doors, and storage areas shall remain locked when staff are absent.
· Hazmat must be stored only in approved secured locations.
· Staff shall monitor for suspicious activities (e.g., unauthorized excavation).
· A master and sub-key system shall be maintained, and keys shall be marked “Do Not Duplicate.”
· The Facility shall be open to the public only during posted hours; after-hours presence is considered trespassing.


5.7 	Emergency Notification
Staff shall report any suspicious activity to law enforcement and regulatory agencies which may include theft, missing containers, and security threats. HHW Program staff shall:
· Conduct monthly safety inspections including security elements.
· Assess vulnerabilities at all work sites.
· Implement corrective security measures.
· Provide ongoing staff education.
· Ensure compliance with established policies.
5.8 	National Security Threats
The designated staff responsible for DOT security compliance shall monitor Homeland Security Advisory System updates and alert all relevant personnel as conditions warrant.


Attachment A: U.S. DOT Security Plan Training Documentation
This Security Plan shall remain in effect until replaced and must be updated as circumstances change. Copies shall be made available to staff responsible for implementation.

Hazardous Waste Facility: _____________________________________________


Location: __________________________________________________________


DOT Security Awareness Training Confirmation


This training provided:

☐ Awareness of security risks associated with hazmat management and transport.
☐ Awareness of methods to enhance hazmat security.
☐ Ability to recognize security threats.
☐ Ability to respond appropriately to security threats.
☐ Completion within 90 days of employment and as required every 3 years.


Employee Initials: _________


Staff Signature: ____________________________________ Date: ___________


Printed Name: _____________________________________________________
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